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FEBRUARY 17, 2009 - HITECH ACT ENACTED

e Application of tiered civil monetary penalties (i.e. for violations occuring post
enactment)

o State Attorney General Authority to Enforce (i.e. bring a civil action on behalf of
citizens post enactment)

Note:

Clearly this raises the stakes from day one. We don't know of any cases brought by a state AG as of yet (circa August
2009), but when it happens it is guaranteed to make the national news.

ON FEBRUARY 18, 2010 - ONE YEAR POST ENACTMENT

o Patient's right to electronic access to, and an electronic copy of, their health record

¢ Requirement for HHS to begin conducting mandatory audits.

e Civil monetary penalties and settlements flowing to HHS/OCR (Office of Civil Rights)
for enforcement.

e Application of rules to, and accountability for, business associates.

e Patient's right to restrict disclosures to health plans.

e Opt-out for fund raising communications; HIPAA's current provisions regarding fund
raising remain in full force an effect.

e First annual report on HIPAA enforcement.

Note:

This date will be a significant date because this is when Patients will have a legally enforceable right to receive their
health record in electronic form, civil monetary penalties will begin flowing to the HHS for enforcement, and HHS audits
will begin.

Patients will be seeing more and more PHR (personal health records) vendors, including companies like Google and
Microsoft, encouraging them to upload their medical record onto their secure website. In addition, more and more
clinics, hospitals, and skilled nursing facilities will be asking for records electronically, which as of February 18", will be
within their legal rights.



AUGUST 18, 2010 - 18 MONTHS FROM ENACTMENT

e Regulations on resale of data prohibition (effective 6 months post promulgation)

e GAO report on methodology for providing individuals with a percentage of HIPAA
penalties

e Regulations on imposition of civil monetary penalties in cases of willful neglect (and with
respect to when the Secretary can civilly pursue violations of HIPAA that qualify as
criminal)

BY FEBRUARY 18, 2011 - 24 MONTHS FROM ENACTMENT

e Clarification of HHS' ability to pursue civil penalties when criminal penalties are not
pursued; applies to violations discovered on or after.

e HHS' requirement to impose civil monetary penalties in cases of "willful neglect";
applies to violations discovered on or after.

Note:

Given the lax enforcement of HIPAA's Privacy & Security Rules prior to the HITECH ACT, it is certain that HHS is going to
have no problem finding instances of "willful neglect"--especially for those unlucky few to be the first ones audited.
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3 CLEAR STEPS TO START

1)

2)

3)

Make sure your HIPAA policies, procedures, and training are in order and
that you are only working with trusted vendors who understand Health
Information Management. If you need help, the Clear Medical Solutions
HIM Circle has HIPAA helpers that can help out as needed at a reasonable
cost.

If you can’t release information electronically yet, per the new legal
requirements, it might be helpful to note that the Clear Medical Solutions
HIM Circle has already partnered with some of your neighboring hospitals
to develop a free release program that has no upfront costs or
annual/monthly fees.

Check with your transcription software vendors to make sure that the
system you are using is in compliance. Once the new HIPAA surveyors
come through, it will be one of the first things they check. Check with your
vendor to see what an upgrade would cost. If you need help, we know a
couple choice vendors that can get you a quote on a new system as well.

Clear

Our People are Your Solution!



ABOUT THE HITECH ACT

The Health Information Technology for Economic and Clinical Health Act (HITECH or "The
Act") is part of the American Recovery and Reinvestment Act of 2009 (ARRA). ARRA contains
incentives related to health care information technology in general (e.g. creation of a
national health care infrastructure) and contains specific incentives and penalties designed to
accelerate the adoption of electronic health record (EHR) systems among providers.

Because this legislation anticipates a massive expansion in the exchange of electronic
protected health information (ePHI), the HITECH Act also widens the scope of privacy and
security protections available under HIPAA; it increases the potential legal liability for non-
compliance and also provides for more enforcement.

This section will highlight some of the HITECH Act's key provisions, but mostly those that are
HIM & HIPAA centric.

Many of the HITECH Act's requirements become effective 12 months from the date of
enactment (February 18", 2010), but there are other effective dates that operate on a
different schedule. We will not cover the various effective dates because other resources
available on the Internet capture this information in detail (see the Appendix).

We have decided not to use specific statutory references in this section for several reasons:
1) this section is intended as an overview; and 2) HHS will be forthcoming with additional
guidance and therefore detailed analysis is best deferred until more clarity emerges.

ENFORCEMENT

As mentioned previously, and more or less widely known within the heath care industry, the
consensus view is that HIPAA has not been rigorously enforced in the past. Time will tell how
the enforcement regime will change post the HITECH Act, but certainly the Act contains
language that implies lax enforcement may be ancient history. Under HITECH, mandatory
penalties will be imposed for "willful neglect." Obviously what "willful neglect" means will be
determined on a case-by-case basis, but speaking in the parlance of this guide, we believe
that a provider with "no story" regarding compliance (or so minimal a story as to portray a
cavalier attitude toward compliance) will likely be at significant risk.

Civil penalties for willful neglect are increased under the HITECH Act. These penalties can
extend up to $250,000, with repeat/uncorrected violations extending up to $1.5 million.
Legislators appear to be sending a clear message that "we are not in Kansas" anymore.
Furthermore, under certain conditions HIPAA's civil and criminal penalties now extend to
business associates. Like HIPAA, the HITECH Act does not allow an individual to bring a cause
of action against a provider. However, it does allow a state attorney general to bring an



action on behalf of his or her residents. Finally, HHS is now required to conduct periodic
audits of covered entities and business associates.

Clearly, the legislative intent is to provide for "enhanced enforcement." To what degree
enforcement actually increases on the ground is yet to be determined, but the HITECH Act
significantly ups the ante for non-compliance.

NOTIFICATION OF BREACH

The HITECH Act now imposes data breach notification requirements for unauthorized uses
and disclosures of "unsecured PHI." These notification requirements are similar to many
state data breach laws related to personally identifiable financial information (e.g. banking
and credit card data). HHS is required to define what "unsecured PHI" means within 60 days
of enactment. If it fails to do so then the HITECH definition will control. Under the HITECH Act
"unsecured PHI" essentially means "unencrypted PHI."

In general, the Act requires that patients be notified of any unsecured breach. If a breach
impacts 500 patients or more, then HHS must also be notified. Notification will trigger
posting the breaching entity's name on HHS' website. Under certain conditions local media
will also need to be notified. Furthermore, notification is triggered whether the unsecured
breach occurred externally or internally, which is why hospitals and clinics must be quite
confident in their Release of Information vendors. The notification provision is yet another
example of the weight privacy and security concerns are given under the Act.

ELECTRONIC HEALTH RECORD ACCESS

In the case where a provider has implemented an EHR system, the Act provides individuals
with a right to obtain their PHI in an electronic format (i.e. ePHI). An individual can also
designate that a third party be the recipient of the ePHI.

Presumably, all that needs to be done on a provider's part is to click on a few screens and
transmit the necessary records, the reality is that even providers that already have an EHR
system in place may not have this capability readily available. However, given the Health 2.0
consumer led movement, you can expect that electronic records will be requested
significantly more often than their paper counterparts.

Any provider expecting to participate in the HITECH Act's incentives should be prepared to
deliver on these requests or risk a finding that their use does not qualify as "meaningful use."
Lack of meaningful use may bar incentive payments, depending on how HHS ultimately
defines this term. To be clear, the Act has nothing to say regarding a link between requests of
ePHI and meaningful use, this is simply a plausible inference on our part.



BUSINESS ASSOCIATES

The HITECH Act now applies certain HIPAA provisions directly to business associates.
Formerly, privacy and security requirements were imposed on business associates via
contractual agreements with covered entities. As we have noted elsewhere in this guide, we
suspect that many small providers do not have the requisite contracts in place. In some cases
contracts exist but may not meet all the requirements of the rules. Under the lax
enforcement regime of the past, lack of contractual agreements has apparently not proved
problematic for the provider community as a whole. This may soon change.

Under the HITECH Act, business associates are now directly "on the compliance hook" since
they are required to comply with the safeguards contained in the Security Rule (SR). The
HITECH Act does not speak directly to the rationale, but even casual observers understand
that a potentially massive expansion in the exchange of ePHI increases the privacy and
security concerns of all stakeholders. Most, if not all, software vendors providing EHR
systems will clearly qualify as business associates. Requiring vendors to comply directly
ensures that more provider/vendor dialog will occur regarding the necessary contracts, and
regarding other compliance issues of mutual interest. The vendors themselves will insist on
it.

The "fun" for business associates does not stop with SR compliance and contractual
agreements. The Act requires business associates to report security breaches to covered
entities consistent with the notification requirements. Also, they are now subject to civil and
criminal penalties under HIPAA if certain conditions exist, as mentioned in the introduction of
this section. Finally, the business associate requirements listed above are illustrative and not
exhaustive. There are additional business associate requirements that may be imposed
depending on how the relationship with the provider is defined.

The bottom line is that business associates and providers will share more joint
responsibilities than they have previously. Large providers, with the help of counsel and
other specialized staff, will not likely be surprised by these changes. However, for many small
providers the HITECH Act may be the first real introduction to the business associate
concept-yet one more regulatory requirement that will require serious attention.

OTHER REQUIREMENTS

The HITECH Act contains additional requirements (e.g. marketing communications,
restrictions and accounting) that modify HIPAA in important ways. We simply choose not to
cover these because they are even more arcane than the requirements previously listed, but
that should not imply that we consider them any less important.



CONCLUDING COMMENTS ON THE HITECH ACT

First we need to emphasize that coverage of the HITECH Act as provided in this guide
includes only a small subset of the Act's content that may be relevant to providers. One of
the principal reasons for this guide was to highlight that the Act now makes HIPAA more
directly relevant to providers (financially and otherwise), from a practical perspective, than it
may have been in the past.

Why? Because under the HITECH Act there are significant taxpayer dollars appropriated in
the form of incentive funding that directly target a provider's adoption of an EHR system.
Regulators, patients and other stakeholders are certain to demand more transparency and
accountability. If a provider wants to receive the benefit of incentives, or at a minimum
wants to avoid any subsequent penalties, then they appear to have little choice, other than
to increase their literacy regarding HIPAA's Privacy and Security rules and the new provisions
of the Act.

Small providers may benefit enormously if they can find creative ways to pool resources to
respond to these challenges.

We feel as though we can achieve these benefits through our HIM Circle approach. To learn
more, visit: http://www.HIMCircle.com. On there you find a list of free peer support forums
and necessary solutions to addressing these common concerns.

& HIMCircle

A Collaborative Effort of Health Information Leaders in America

Powered by

Clear

] E iR e JOY o ey
Medical Solutions


http://www.himcircle.com/�

	February 17, 2009 - HITECH Act Enacted
	Note:

	On February 18, 2010 - One Year Post Enactment
	Note:

	August 18, 2010 - 18 months from enactment
	By February 18, 2011 - 24 Months from enactment
	Note:

	Enforcement
	Notification of Breach
	Electronic Health Record Access
	Business Associates
	Other Requirements
	Concluding Comments on the HITECH Act

